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(54) METHOD FOR TRANSFERRING VALUE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To inexpensively constitute a 
system and to secure high security by permitting a writing 
device to write value information in an IC card, execute 
electronic signing by means of plural specified keys and 
record it in the card and permitting a reading device to 
inspect the sign recorded in the card by means of the 
plural specified keys and transfer value information in 
accordance with the inspection result. 
SOLUTION: When value information is written in the IC 
card 1, a charge equipment 2A subtracts the value of a 
subtracting counter 13, electronically signs ID of the card, 
value information and respective kinds of data of the value 
in the counter 13 by its own secret key KAs and previously 
record s a sign open key KAs obtained by previously and 
electronically signing its own secret key KAs by a common 
open key KCs in the card 1. In the meantime, a paying 
equipment 2B inspects the sign open key KApe recorded in 
the card 1 by the common open key KCs, inspects the sign 
of electronic sign data recorded in the card 1 by the open 

key KAp when KApe is correct and transfers value information in accordance with the result. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]A memory which has a value information field where ID areas where peculiar ID is 
memorized, and value information are memorized. 
An IC card which consists of backward counters. 

A writing device which has a common public key common to a system while having a peculiar 
secret key, and this secret key and a pair of public key, and writes value information in said IC 
card. 

A reader which reads value information which has said common public key while having a peculiar 
secret key, and this secret key and a pair of public key, and was written in said IC card. 
If it is the transport-of^value method provided with the above and said writing device writes value 
information in an IC card, while subtracting a value of said backward counter, Carry out the 
electronic signature of each data of a value of ID of an IC card, value information, and a backward 
counter with an own secret key, and this electronic signature data is recorded on an IC card, And 
while an own public key records beforehand a signature public key by which the electronic 
signature was carried out with a common secret key common to a system on an IC card, Said 
reader verifies a signature of a signature public key of a writing device recorded on an IC card by 
said common public key, When a verification result is judged to be the right, a signature of 
electronic signature data recorded on an IC card is verified by a public key of a writing device, and 
value information is transferred according to the verification result. 

[Claim 2]In claim 1, write in said writing device while it writes said value information in an IC card, 
and it writes in a date at the time, A transport-devalue method while carrying out the electronic 
signature of the data containing said date with an own secret key and recording on an IC card, 
wherein said reader verifies a signature of electronic signature data containing said date by a public 
key of a writing device. 

[Claim 3]Claim 1 or claim 2 characterized by comprising the following. 

Said writing device performs a message digest operation of data containing a value of ID of an IC 
card, value information, and a backward counter, While an own secret key performs an electronic 
signature and that result of an operation is recorded on an IC card, said reader verifies a signature 
of said electronic signature data recorded on an IC card by a public key of a writing device, and it 
is this verification result. 

ID of an IC card, value information, and a value of a backward counter. 

[Claim 4]In which claim of claim 1 thru/or claim 3, said writing device ID of an IC card, Encipher 
data containing a value of value information and a backward counter with an own secret key, and 
this encryption data is recorded on an IC card, And while an own public key records beforehand a 
signature public key enciphered with said common secret key on an IC card, A transport-of-value 
method decrypting and verifying said encryption data recorded on an IC card when said reader 
decrypted a signature public key of a writing device recorded on an IC card by said common public 
key and a decoding result was judged to be the right by a public key of a writing device. 
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* NOTICES * 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the transport~of-value method of transferring 

value information. 

[0002] 

[Description of the Prior Art]As a method of transferring value information, the public-key crypto 
system using a secret key and a public key as shown in drawing 4 is known. That is, this public-key 
crypto system performs an electronic signature for the plaintext a which shows value information, 
for example using secret key Kg. And the electronic signature of this plaintext b with a signature is 

beforehand notified from the signature side, and the above-mentioned secret key Kg and a pair 

carry out **** verification for public key K p . When performing an electronic signature, the plaintext 

a can be enciphered using secret key K s , and the plaintext a can also be verified with checking the 

plaintext a to which the cryptogram was beforehand notified from the signature side and which was 
decrypted by carrying out **** decryption for public key K p . 

[0003]In the case of such a public-key crypto system, by the signature side, it is the electronic 
signature which performed the message digest operation (checksum operation) of the plaintext a, 
and enciphered by secret key K s to the message digest value, and it specifically sends to the 

verification side with the plaintext a. On the other hand, in the verification side, if the message 
digest operation of the plaintext a which received from the signature side is performed, the result 
of an operation is compared with its decoding result which decrypted the electronic signature 
received from the signature side by public key K p and the result of both sides is in agreement, it 

will judge with the electronic signature being performed correctly. 

[0004]There is a method using the protocol called "Card to Card" as shown in drawing 5 as a 
concrete example of such a public-key crypto system. Here, in drawing 5 , the IC card which carries 
out the electronic signature of the value information which A recorded while value information was 
recorded, and B are the card readers as a new address which the value information of IC card A 
transfers. The exclusive computing processors called the co-processor (co-processor) which 
performs encryption of value information and the check of decoding processing or an electronic 
signature to IC cardA are built in, The security module which is called SAM which contains the 
above-mentioned co-processor in the card reader B and which cannot be disassembled is built in, 
The below-mentioned electronic money which includes value information (amount information) from 
IC cardA to the card reader B based on the operation by these co-processors and SAM transfers 
maintaining high security nature. 

[0005]By the way, the public key of the IC card issuing center which numerals KC p shown in 
drawing 5 does not illustrate, The public key of IC card A, the public key from which public key KA p 

was signed to numerals KA p by secret key KC S of the center as for numerals KA p e , The secret 
key of IC card A and numerals KB p numerals KA« The public key of the card reader B, Numerals 
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KB p e is the public key from which public key KB p was signed by secret key KC S of the center, and 
public key KC p is given to IC cardA and the card reader B from the IC card issuing center among 
each of these keys at the time of issue of IC card A. Public key KA p e and KB p e are memorized by 
IC cardA and the card reader B, respectively, and secret key KA g is further memorized by IC card 
A. 

[0006]If IC card A inputs public key KB p e of the card reader B first here when performing 
transport of value to the card reader B from IC cardA, The right or wrong of a public key KB p e 
signature of the card reader B are checked for the public key KB p e using public key KC p of a card 
issuing center (Step S21). And it judges whether the signature of the public key KB p e is the right 
(Step S22), if signed correctly, it will shift to Step S24, and it will be in the waiting state of the 
random number sent from the card reader B. If the signature of public key KB p e of the card reader 
B is not signed correctly, error handling is performed and it ends (Step S23). 

[0007]On the other hand, if public key KA p e of IC card A is inputted also in the card reader B, the 
right or wrong of a signature of public key KA p e will be checked for the signature of the public key 
KA p e using public key KC p of a card issuing center (Step S31). And if it judges whether the 
signature of the public key KA p e is the right (Step S32) and is not signed correctly, error handling 
is performed (Step S33) and processing is ended. If public key KA p e of IC card A is signed 
correctly, while taking out public key KA p of a decoding result, a random number will be generated, 

and it will send to IC card A (Step S34), and will be in the waiting state of the electronic money 
transmitted from after that IC cardA. When a random number is received from the card reader B, in 
IC cardA Card ID of IC card A, An electronic signature is carried out by own secret key KA S to 

each data of the date by which value information was recorded on the card A, the amount of 
money which shows the value information of the card A, and the received random number (Step 
S24), and it sends to the card reader B by making it into electronic money. 
[0008]In the card reader B, it is verified using public key KA p (the above-mentioned secret key 

KA S and a pair of public key) of IC card A whether the signature of electronic money is the right 

about the electronic money sent from IC cardA (Step S35). And if electronic money is not signed 
correctly, while performing error handling (Step S37) and ending processing, When electronic 
money is signed correctly and the judgment of Step S36 is set to "Y", the amount information 
decrypted among the electronic money from IC cardA is remitted to a host CPU (Step S38). As a 
result, in a host CPU, the service based on use of this IC card A is permitted, and the amount 
information as a result of service provision is subtracted from IC cardA. Thus, the move of the 
value information to the card reader A is performed from IC cardA. 
[0009] 

[Problem(s) to be Solved by the Invention]In the transport-of-value system called above- 
mentioned "Card to Card", since delivery of the key by a public-key crypto system, an electronic 
signature, and encoding technology are used, there is the feature that the decipherment and 
forgery by a third party are difficult, therefore can secure high security nature in the case of 
transport of value. Since the co-processor which performs a key, encryption processing, and 
electronic signature processing is enclosed with the IC card, decomposition by a third party also 
has the feature that it is difficult, therefore the decipherment by a third party is very difficult. 
[0010]However, in order to perform such public-key-encryption processing, the above-mentioned 
co-processor which performs encryption, decryption, and an electronic signature check to an IC 
card needed to be formed, and there was a problem that an IC card became expensive, a co- 
processor — even using — there was a problem that processing time, such as encryption 
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processing, took a long time. Therefore, an object of this invention is to secure high security 

nature, while constituting a system cheaply when performing transport of value. 

[0011] 

[Means for Solving the Problem]If a writing device writes value information in an IC card using an 
IC card which has a backward counter which will subtract if this invention writes in value 
information in order to solve such a technical problem, while subtracting a value of a backward 
counter, Carry out the electronic signature of each data of a value of ID of an IC card, value 
information, and a backward counter with an own secret key, and this electronic signature data is 
recorded on an IC card, And while an own public key records beforehand a signature public key by 
which the electronic signature was carried out with a common secret key common to a system on 
an IC card, A reader verifies a signature of a signature public key of a writing device recorded on 
an IC card by a common public key common to a system, It is the method which verifies a 
signature of electronic signature data recorded on an IC card by a public key of a writing device 
when a verification result is judged to be the right, and transferred value information according to 
the verification result. Write in a writing device, when writing value information in an IC card, and it 
writes in a date at the time, While carrying out the electronic signature of the data containing the 
date with an own secret key and recording on an IC card, a reader is the method which verified a 
signature of electronic signature data containing the date by a public key of a writing device. A 
writing device performs a message digest operation of data containing a value of ID of an IC card, 
value information, and a backward counter, While recording on an IC card by making into an 
electronic signature what enciphered that result of an operation with an own secret key, by a 
public key of a writing device, a reader decodes a signature of electronic signature data recorded 
on an IC card, and This decoding result, It is the method which compares the message digest result 
of an operation of data containing a value of ID of an IC card, value information, and a backward 
counter, and judged right or wrong of an electronic signature, and right or wrong of value 
information. 
[0012] 

[Embodiment of the Invention]Hereafter, this invention is explained with reference to drawings. 
Drawing 1 is a block diagram of the IC card which constitutes the system which applied the 
transport-of-value method concerning this invention. In the figure, the backward counter 13 as 
ROM1 1, the non-volatile RAM 12, and a unique value generator that generates a unique value in 
the case of dealings of value information is formed in IC card 1. Here, card ID which shows ID of 
this IC card is stored in card ID areas 1 1A of ROM1 1. The signature areas 12A where the data by 
which the electronic signature was carried out is stored, the public key area 12B where a public 
key is memorized and a date, the date in which amount information is stored, and the amount-of- 
money area 12C are established in RAM 12. 

[0013]Next, the charge machine 2A with which dra wing 2 writes in amount information to IC card 1, 
Or in order to receive offer of service, when IC card 1 is inserted, it is a block diagram showing the 
composition of payment machine 2B which subtracts the amount of money according to service 
from the amount information of an insertion card, and both the charge machine 2A and payment 
machine 2B are the same composition. Thus, this transport-of^value system consists of IC card 1, 
the charge machine 2A, and a payment machine 2B. 

[0014]The charge machine 2A and payment machine 2B consist of SAM21 and CPU25 which are 
the security modules which cannot be disassembled, IC card interface 26, the memory 27, the key 
28, and the display for indication 29, as shown in drawing 2 . Here, SAM21 consists of CPU22, the 
non-volatile RAM 23, and the memory 24, and the amount-olHnoney data area 23A which 
memorizes money data, and the encryption key area 23B which memorizes a secret key 
(encryption key) are established in the non-volatile RAM 23. 

[001 5]If CPU25 of the charge machine 2A detects insertion of IC card 1 via IC card interface 26, 
will record amount information on the IC card 1, but. In that case, the money data based on 
operation of the key 28 or the money data memorized beforehand in the area 23A in the non- 
volatile RAM 23 of SAM21 is incorporated via CPU22, While writing the money data in the area 12C 
of the non-volatile RAM 12 of IC card 1 via the interface 26, It reads from clock IC which does not 
illustrate the time at that time, and writes in the special area of the area 12C as date data, and one 



http://www4.ipdl.inpit.gojp/cgi-bin/tran_web_cgi_ejje?atw_u=http%3A%2F%2Fwww4.ip... 2008/05/12 



JP,11-282974,A [DETAILED DESCRIPTION] 



4/6 i> 



value of the backward counter 13 of IC card 1 is subtracted in that case. 

[001 6] And card ID in ROM11, the value of the backward counter 13, the date data written in the 
date of RAMI 2 and the amount-o^money area 12C, and money data are further read from IC card 
1, and it sends to CPU22 of SAM21. The message digest operation of each of these data is 
performed, it enciphers to the data of the result of an operation with the secret key (encryption 
key) read from the area 23B of the own non-volatile RAM 23, and CPU22 of SAM21 is taken as an 
electronic signature. And this signature data is sent to CPU25 and it is made to write in the 
signature areas 12A of IC card 1. Then, CPU22 in SAM21 sends the public key (public key 
[ finishing / an electronic signature / in the above-mentioned secret key and the secret key of a 
pair of center apparatus which is not illustrated ]) of charge machine 2A itself [ which is 
beforehand memorized by the non-volatile RAM 23 ] to CPU25, and is made to record it on the 
public key area 12B of IC card 1. 

[0017]In this way, if the card 1 is inserted in payment machine 2B in order for the charge machine 
2A to receive various services using IC card 1 on which amount information was recorded, CPU25 
of payment machine 2B will read the public key of the public key area 12B of IC card 1 via the 
interface 26. And the public key whose read charge machine 2A has been signed is sent to CPU22 
of SAM21. CPU22 of SAM 21 takes out the public key of the charge machine 2A, when the 
electronic signature of the public key is verified using the public key of the center apparatus which 
is carrying out hold stores to the non-volatile RAM 23 and the signature of the public key of IC 
card 1 is judged to be the right. Then, it points to CPU25 and the signature data signed with the 
secret key of the charge machine 2A is made to read from the signature data area 12A of IC card 
1. 

[0018]By the secret key of the charge machine 2A, and a pair of above-mentioned public key, 
CPU22 decodes the signature of the signature data read by CPU25, and And the decoding result, 
The right or wrong of the signature data of IC card 1 are judged by comparing with the message 
digest result of an operation about the date data of card ID read from the IC card by CPU25, the 
value of the backward counter 13, a date, and the amount-of-money area 12C, and money data. 
Here, when the signature data of IC card 1 is judged to be the right, payment machine 2B subtracts 
the amount information as a result of service provision from IC card 1 while providing the service 
based on use of IC card 1. Thus, the move of the value information from the charge machine 2A to 
payment machine 2B is performed through IC card 1. 

[001 9] Draw ing 3 is a flow chart of the charge machine 2A and payment machine 2B which perform 
the above operations. Important section operation of this invention is explained according to this 
flow chart. The public key of the center apparatus which numerals KC p does not illustrate in 

draw ing 3 probably, The public key of the charge machine 2A, the public key from which public key 

KA p was signed to numerals KA p by secret key KC S of the center apparatus as for numerals KA p e , 

Numerals KA g is a secret key of the charge machine 2A, and public key KC p of the center is 

beforehand given to the charge machine 2A and payment machine 2B from the center apparatus. 

Secret key KA g and its secret key KA S , and public key KA p e signed [ a pair of ] are memorized by 

the charge machine 2A. 

[0020]Here, when the charge machine 2A records amount information on IC card 1, the date data 
at that time is written in the area 1 2C of the non-volatile RAM 1 2 of IC card 1 with money data 
(Step S1). And if such money data is written in, subtraction treatment which subtracts one value of 
the backward counter 13 of IC card 1 automatically will be performed (Step S2). Further And IC 
card 1 to card ID and the value of the backward counter 13, The date of RAMI 2, the date data of 
the amount-of^money area 12C, and money data are read, The message digest operation of each 
of these data is performed, the electronic signature of that result of an operation is carried out by 
secret key (encryption key) KA S memorized in the area 23B of the own non-volatile RAM 23, and 

this signature data is written in the signature areas 12A of IC card 1 (Step S3). Then, by secret 
key KC S of the center apparatus which the charge machine 2A itself does not illustrate, public key 

(above-mentioned secret key and a pair of public key) KA p e signed beforehand is recorded on the 



http://www4.ipdl.inpit.go jp/cgi-bin/tran_web_cgi_ejue?atw_u=http%3A%2F%2Fwww4.ip... 2008/05/12 



JP,11-282974,A [DETAILED DESCRIPTION] 



5/6 s<—i> 



public key area 12B of IC card 1 (step S4), and it ends. 

[0021]In this way, if the card 1 is inserted in payment machine 2B in order for the charge machine 
2A to receive various services using IC card 1 on which amount information was recorded, 
payment machine 2B will read public key KA p e of the public key area 12B of IC card 1 first. And 

self verifies the right or wrong of a signature of the read public key KA p e using public key KC p of 
the center apparatus which is carrying out hold stores (Step S1 1), and it is judged whether the 
public key KA p e is signed correctly. 

[0022]When public key KA p e of IC card 1 is not signed correctly, perform error handling (Step S13), 
and end here, but. If public key KA p e is signed correctly and the judgment of Step S12 is set to 
"Y", while taking out and holding public key KA p of the charge machine 2A, The signature data 
signed by secret key KA S of the charge machine 2A is read from the signature data area 12A of IC 
card 1. By secret key KA S of the charge machine 2A, and a pair of above-mentioned public key 
KA p , decode the signature of the read signature data and And the decoding result, The right or 

wrong of a signature of signature data are judged by comparing the result of an operation by the 
message digest operation of the date data of card ID read from the IC card, the counted value of 
the backward counter 13, a date, and the amount-of-money area 12C, and money data (Step S14). 

[0023]When the above-mentioned signature data is not signed correctly, perform error handling 
(Step S16), and end, but. If signature data is signed correctly and the judgment of Step S15 is set 
to "Y", payment machine 2B will judge with the money data written in the charge machine 2A being 
the right amount of money while judging the charge machine 2A which wrote the amount of money 
in IC card 1 to be the right charge machine 2A. In this case, payment machine 2B subtracts the 
amount information as a result of service provision from IC card 1, and writes it in in Step S1 of 
the charge machine 2A - the same procedure as S4 while it provides the service based on use of 
IC card 1 (Step S18). 

[0024]Namely, if the money data of IC card 1 judges with a right thing, payment machine 2B, 
Subtract the amount information as a result of service provision from the date of IC card 1, and 
the amount of money of the amount-o^money area 12C like the charge machine 2A, and the 
balance is written in the area 12C, And while reading in clock IC which does not illustrate the date 
at that time and recording on the special area of the area 12C, the one backward counter 13 of IC 
card 1 is subtracted. Further And IC card 1 to card ID and the value of the backward counter 13, 
Date data and money data are read, the message digest operation of each of these data is 
performed, and it enciphers by own secret key KB S to the data of the result of an operation, and 

writes in the signature areas 12A of IC card 1 by making this into signature data. Then, public key 

(above-mentioned secret key and a pair of public key) KB p e of payment machine 2B itself 

beforehand signed by secret key KC S of the center apparatus is recorded on the public key area 

12B of IC card 1. 

[0025]Thus, value information transfers from the charge machine 2A to payment machine 2B 
through IC card 1. When payment machine 2B performs data recording as mentioned above to used 
IC card 1, Even when the IC card 1 is used with a next different payment machine, in the payment 
machine, like payment machine 2B, verification of a signature of a public key and the signature of 
data can be verified, and the justification of the amount of money recorded by the justification of 
payment machine 2B and payment machine 2B can be judged. 

[0026]Although Step S3 and S4 of drawing 3 explained the electronic signature of card data, and 
the electronic signature of the public key of the charge machine 2A, respectively, In this case, 
these electronic signatures are equivalent to the encryption (it corresponds to Step S3) by the 
secret key of card data, and the encryption (it corresponds to step S4) by the secret key of the 
center apparatus of the public key of the charge machine 2A respectively. Although Steps S11 and 
S14 of drawin g 3 explained verification of a signature of the public key of the charge machine 2A, 
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and verification of the electronic signature of card data, respectively, In this case, verification of 
these electronic signatures is equivalent to the decryption (it corresponds to Step S1 1) by the 
public key of the center apparatus of the public key of the charge machine 2A, and the decryption 
(it corresponds to Step S14) by the public key of card data respectively. 
[0027]Thus, transport of value can be performed, without building an expensive exclusive 
processor (co-processor) in IC card 1, since value information was transferred from payment 
machine 2B from the charge machine 2A, and payment machine 2B to other payment machines 
through IC card 1. Therefore, IC card 1 can be constituted cheaply and the cost of the whole 
system can be reduced. The backward counter 13 of IC card 1 is certainly subtracted, if the 
amount of money is written in the card 1, and it cannot write in the value specified arbitrarily. 
Therefore, when performing transport of value through such a card 1, high security nature 
comparable as the former can be secured. 

[0028]Since CPU22 in each SAM21 of the charge machine 2A and payment machine 2B can be 
constituted from high-speed one-chip CPU in which high-speed encryption processing and high- 
speed decoding processing are possible, required encryption and decoding processing can be 
performed on reservation of high security nature at high speed in the case of transport of value. If 
the backward counter 13 of IC card 1 is used also for attestation of arbitrary messages, for 
example, without using only for attestation of the amount of money, it will become possible to use 
IC card 1 as a multiple use card. Whenever the backward counter 13 is good also as a forward 
counter and writes the amount of money in IC card 1 in short, it should just be a means which 
changes automatic only the value to a best unique value. 
[0029] 

[Effect of the Invention]While subtracting the value of a backward counter using the IC card which 
has a backward counter which will subtract if value information is written in according to this 
invention if a writing device writes value information in an IC card as explained above, Carry out 
the electronic signature of each data of the value of ID of an IC card, value information, and a 
backward counter with an own secret key, and this electronic signature data is recorded on an IC 
card, And while an own public key records beforehand the signature public key by which the 
electronic signature was carried out with the common secret key common to a system on an IC 
card, A reader verifies the signature of the signature public key of the writing device recorded on 
the IC card by a common public key common to a system, Since the signature of the electronic 
signature data recorded on the IC card is verified by the public key of a writing device and value 
information was transferred according to the verification result when a verification result was 
judged to be the right, Transport of value can be performed without building an expensive exclusive 
processor (co-processor) in an IC card. Therefore, while being able to constitute an IC card 
cheaply and being able to reduce the cost of the whole system, high security nature is securable in 
the case of transport of value. Write in a writing device, when writing value information in an IC 
card, and it writes in the date at the time, While carrying out the electronic signature of the data 
containing the date with an own secret key and recording on an IC card, since the reader verified 
the signature of the electronic signature data containing the date by the public key of the writing 
device, its security nature in the case of transport of value improves further. A writing device 
performs the message digest operation of the data containing the value of ID of an IC card, value 
information, and a backward counter, While an own secret key performs an electronic signature and 
that result of an operation is recorded on an IC card, by the public key of a writing device, verify a 
reader and the signature of the electronic signature data recorded on the IC card This verification 
result, Since the message digest result of an operation of the data containing the value of ID of an 
IC card, value information, and a backward counter is compared and the right or wrong of an 
electronic signature and the right or wrong of value information were judged, in the case of 
transport of value, security nature can be improved similarly. 



[Translation done.] 
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<WfcS4WM£*U MB I c*-Kl::ffl««B*»# 
mB*Jra*>*©******££*l^ ic*— K 

«rEtt^say3£*tt i ca— Kf=E«s*tfc»*a^* 
«a>»*^M«a>***t(rE*a^llll«-c«EL, mi 

«TE»#a^3Sill± I C*- Kf3WTEfiB*1f***#a 

Afef-^ S SA^MftTfi^l* Lt I ca- Kiz 
E«-T*-*. »EK*»y««ttWEB#t*t:«T- 

BirE*#&*SMll± I c*— K© I D, tffiteffifR&tfS* 
g:ao>£tf)fii£'^i;'f— £<z>^ »>4z— v?^f y^x h 

fxlM c^-KlcEft-r*-^ «rEK^»y««l±i 
ca- KlzE»*ftfc»B«*»*^— 
j^ttKoaiMI-ettEU za>tfeEttXJ:* I c*- 

«rE»#a*3S«r± i ca— k<t> i d. unit mai/x 
»a o (Dm&s&T-z & mtt&mmmrMwt l 
rca>Bt^b^— i ca— kkesu j^-DTPtoe 
»a>^MMtf«E*a»*«^Bi*ft*Hfc»*^Bii« 

HfEK^nyttatt i ca— Kc:E«s*ifc»*a*M£ 



■©»«aM«tWE*iI^B>«"e«*fcL, «*IS* 
3&<iELl^i:*iJSS*Lfc»^l± I ca — KlzE»S*tfc«r 

*■ £ c £ * ft« t f « flitt«K£& o 

[000 1] 
[0 O O 2] 

*t5o fit, z©s*{*#¥S:ba)S^**$S*fl!l 
3^&^»afl**L-hEWB«Ks £*KD2HMMBkp ffll* 

-I b * tl 1 1 W-SC a * =f- x ? ^7 -T £ Z £ tf ¥ X a 0) tt EE * *T 

20 5 :Ht^ a 

[0 0 0 3] fefc, Lfc^HU»»**3ta>*&. * 

xxUCBMKs -e»*<b*ftofct,a>jMrF»* 

tfft^oaiiHt**:. Mfi^feMLfcrn^*** 
4>m«kp izcfey«^bLfc-to)a-»is*i:*it»L. 

30 L^^spJ^-TSo 

[0 0 0 4] c:a)J:5a4MII«llt**SCa>JH*W<I«l4: 

Lts ^SlZ^-Tcfca^. fCa r d to Car 

T% gl5(cfcixx, AIMIIMItfei2ti«^<:tii: 
EttLfcfflflHtW^m^**-*"* I c±i- h\ Bfi I c 

U— if-efcft. ttfe, I C*— KAfzf± % fliffllSffiCOBg 
^b, a^baka^fltT-^O^x^^tfrdia^nHz 

( c o — p rocesso r) <t B^f^^L'S^ffi^^ 

Hz v**#t?S A M h m£*iZft#* pT«tt-b*i 'J x 

AMfCcfc-saiwzat^* i c*-KA^t)*-Ku-^ 

[0005] tZ^)t\ H5|Z***IT^«»-^KCP 
p ttl C*-KAa>4MML »*KAP«I*»||«KAP 
50 s ttl C*— KA(DW»«. JfiF-^KBp |±*— KU— y 
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BOtemm. »-5§-KBpM±4*BBRKBp 3&<Hz>*tDWflS 

SlKCs Tf««*3h.fc^BI!l«"Cfcy. zhz>(b&m(Do 
^MfflKCP l±I ca-KA(D*frB#lzl C*— K 
3&tT-fe>**r>6 I C2j — KASM- KU— ^Bfc#x. 
btlt^^o *fc* ^r^KApe, KBpMithfill 
c*— KAAtf*— K'J— yBfzE«**u *6lz«ffi 

iKAs 1*1 C*— KAlC|Btt**LTL^o 

[0006] ZZT\ I C*— KAjfc&A— K'J— ^B 
^a>«MM£*fT5»^ *TI c*-KAtt*-KU 
— $rBa>^BHRKBP«*A*-*"S£* fa)MSKBP e 10 

Kjefrte^G^HIRKCP tRoTA— K"J — 
#B(7)^P^KBP e ¥£<7)IE : g£5 1 x^^-£ (X-x^ 
?S21) o tLT-t0)^BMlKBpea)»«3&<iELL^ 
5**£flRL (Xf^S2 2) % jEL<»«S*ITI^ 

*Liixf7?s2 4A.»ffu *— ku— yB^aaa 
[ooo7] -2u A- ku— sfBiwfe^-ct i cA- 

KAa>^H«KApe*A*-r^<S:. f(D^HBKAP e 0) 20 
»«*A— K*ftHz>*G>$*BHRKCP £ttoT4*BflR 
K AP e 0)««a>iEg£^x*:/£-r£ (Xf7^S3 
1) o *LT*<D^MRKAP«<D^A<jELl^5fr£ 
WSrL (Xf'V?S3 2) , ;EL<#££*lTl>£:lt*l 
fi. X^— RRtfrl* (Xf^S33) ^S^^IT-r 
£ 0 Sfc* I C*— KAa>4>BH«KAp«(D»*36<iEL< 

tie a»**±Lr i c*— KA^ay (xf^s 

3 4) % fOftl C*-KA^bg«5WS^^- 
a>f#«ttR£fc£o I C*— KAT?tt\ *— K'J— *B 30 
3^t»a**»l+fla-Si:. ICA-KA©*-KID % * 
-KAI=««flM4qE«**LfcH«. A-KAa>ffiR1t 

K As tMTF-RaBL (Xf^S24) , 

[0008] A— K'J — yBUli, IC*— KAfr&S 
6ftT#fcS^*-"(ZOl*T I C A — h*A(D^M8K 
AP (±EW«RKAS t**O^BB«) ^fflt^XmT-^ 

5) 0 *Lr«^-e*-A<3EL<««*3|lT^ttlt*itt 40 
x^— Jfi31£frl^ (Xf7?S37) % £&31£i$t7-f & 
fcfctlz. B^*— 36<jEL<»«**IXT^^S 3 6 
0)*IJ£A< TYJ t&*»*l±, IC^J-KA^b0)iT 

& (xf^s3 8) o co>lS*. ±fitcpu-er±co) 

£ 0 ^(D&^IZLX I CA — KAfr&A— KU— 
[0009] 50 



to Ca r dj £P?f£ft*«R»(£e/X J fA'T?tt\ <& 

Tl**fctoR=*lz,fc«#R#HR-efcy. LWot 
3S=#|r«fcS»R*<a«)TBR-efc4i:^5»«ti*L 

[0010] L**Ltt*<&« -5 Lfc^gBRBg^S^ 
Rtf&y* I CA — Kj&tKffilzftS^i^HHtffco 

[0 0 1 1 ] 

*fc*>iz*R9ii*, fiWiit«*»#at;i:*»*fTa* 

I c*— KlcRRflHBtR*^*?^*^*^^©** 

ast^^ttn, i c *—ko) i d % a 

^0)t*f«f-*S I cA — KlzERU 

■I* I c A- KI=ER$4xfe»#^RSa>*«^BHR 

tflELL^tmfeZtitz^l* I cA— KlzERSttfcR 

4^*«***&*lt*aaHR-ettRU 
*<D&U&m~fc CTltfllMSfttetSJ: 5 fz Lfc* 
5£Xfe^o Sfc. t*MSlH:l CA— KtzflRfltR 

S**;^— **S*0)WaSR-c»^»«LT i cA— K 
rzER-T*-*. K*»y»l40#*4tWf*f 
0f« £R#ii*R«(D^MRT?tti]E-t * «fc 3 lz L 
fc*ttt»**o *fc. «*&*RRtt:i c*— KOI 
D % ffliR««&tf*JI*^>*fl)***t?-r— 

BBi-CWfc Lfc t O 1 L t I CA- Klz 
ER-T4-*. R^*y*Rfii c*-KlzERS*tf- 

iE5 $¥<JSf 4 «fc -3 f z L fc^>i "C fc 4 o 
[0 0 12] 
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*« HBl=fcL^T\ IC*-KlHttROM1 1, W 

3a<Klf£*VCl*6o C:t\ ROM110>A— KID 
I'J71 1 A left* I C A — Kfl> I D£^-f A — K I D 
35*»tt**l«o *fc. RAMI 2r=tt. 
f-$tf*tt*3fiSl*i'J7 1 2 A, **BMfe&<Ett* 10 

[o o 1 3] &izBl2l± % i c*— K1 fcj*Lr*«W 
**»#at?**-y»2A, *fci*. *-tf*a>«« 

Z>fz&\z I C* - K 1 A<» A* tifci: *»A 
KaftHflm** &U— t: Xdj£ lSfc*H*a i: 

3E&*2B£3&>fc>tt* 0 20 
[OO 1 4] f^-yf2AMSai2Bl±, 0 2 In 

§SAM21h CPU25t IC*-hV>^7i 
-X26t, ^ : EU27t, +-28i:, $^2 9,!: 
fr&fc*o --"C, SAM21lt CPU22£. T*f 
^14RAM23 < h, *^'J 24fc**&«i:y, ^ff^ttR 

AM2 3l:li, tif-^ *E1W SAB^-* xU7 

2 3 At, fcBS^ (AHM) tE*t4lH*«I , J7 2 

[0 0 15] fV-^t2A(OCPU2 5l±IC*-K 30 
^f^7x-X26$^Lt I C*— Kl a>»A*fcffl 
-t-0) I CA— K1 lz*B««*E«-f * 
OH^, 2 8 0>lii*l=afc-3<*B^— Sfcli^ 
46SAM21 fl)W*ltRAM2 3 P»q (7) X ' J 7 2 3 A [Z 
Ett**l-CL^4«f-**CPU2 2SfrLTBya 
*K f0tSf-^$^^7x-X2 6^L I CA 
— K1 (D5p»«ttR AM 1 20XIJ71 2 c 
kk*,tz % *<D£#(DB**H^Lfcl*B*tt I Cfr&K 

7l::»#&2K frO-ta>HH=tt I CA — K1 OjftJtA* 40 

1 3 <D(t£ 1 4o 
[0016] fit, *t>l~i cA— Klfr&, ROM 

1 1 K IDt, 1 3 0)B&* RA 
M12fl)B#, 4filU7 12Cl:t*a*tlfc0ttf 
— tSlf-^i:Si^LTSAM210CPU 
22dS££o SAM2 1 OCP U 2 2 l± % :i*t £ GD^^ 

^<7)^-£|z*fU a#0>3FlWlttRAM2 3OXijr 

2 3B*&ttWtiLfc»B« (Bg^«) T'Bt^bLtT 

fit, :^f-^CPU 2 SlZjSi 50 



oT I CA— K1 Ol«lU7 1 2 AlcS#jX^i±^, 0 
ISl^T. S AM2 1 P^CDCPU2 Zl* % WJHtRAM 

rt*JF^«»ii) 6CPU25i:aotlc*-K 
ia)^BB«x'JTl 2 bi::E«*1**o 
[0017] Ltft-»t2 A-eMttNtfBft 
i ca— K i sffli^OT- ex*«it*fc 

2B(DCPU25lt ^>^i-X26S^Lt I C 
A— K 1 (D^BBftx U7 12 B0>aHtt£Bc*>-Sl& e * 
LTtt^flSo*:^-* — i^BU A©*«3t^.(D^H«*s 

AM2l£DCPU2 2A.j|^, 0 S A M 2 1 CO C P U 2 2 

tt^a^HttDVF***. 3F»«ttRAM2 3fzE« 
«J#LTl^4-iz>^S«a)^BH«*ffl^rttljEL. IC 
A— Kl a>^BB«0)««3b<IELL^2pJS*+L*ii*&f±. 
f^-5t2A©^B«*«Bit. *<D&. CPU 2 
SlzJt^LT I C*-Kl©l*f-#xU71 2AJ&N 
t>. ^^ — V«2 A©W*«-e»***LTL^*»*T— 

[O O 1 8] f LTC P U22fiCPU2 SfZcfc tj i^^f 
Hi2*l*=S*ir— — S?*2 A©*** 

£tta>±E&iMrca*u *a>*we*£. cpu2 

Slz&h) I CA— K^t>a^ffi*+LfcA— K I D, 3SJT 
AO>^13(Dfil. Btt. *axiJ7 12C(DB#f- 
&t/^Siir— ^(zo^T0)> -v-tr— v^-f vxX h 
3IJ«S*fca:«-r&cfcf=«l:y. IC*-Klfl)S«f 

— *#IELl^*]Br*;lxa*^l±. 3E&«2BI±ICA 

— bfx»«a)«*a>*B«B£ I CA-K1 

i?i2A^b^A!2 B^<Dffi««f«0)»*KA^fTt>*t 

[0 0 19] H3liJU±0)cfc5^«if^*fr5 : 5 1 A'— v« 

2 A&tf£&«l2 ^-V— hT*&& 0 CKD^P 

H3fzfci^-t\ S^kcp l£I^L£:^-fe>$^g 

KAPMi^BB«KAP A<H2>*a6«0)Wffi«KCS T^f 
*S*lfc4MJML »*KAs ttT-V — y«2 A(DWBai 
Tr&y, -tz>^(D^^KCP (±^#>-t?>$^fr£>^ 
■V — Vl2 A^t^3£JA«2 BfC-^Xb^LTl>^o 
i^gKAs Rtff©8MKAS £*f(D»«*2*a>4> 
iiKAP e fif^-va2 AlzE«**L"Cl*4o 

[0020] f^-vSS2AA<i c A — K 1 \z 

*«««*E«k-r4»«l±. I c*— KlOTWBttR 
AM 1 2(DX'J71 2 C\z^m j T—9 kk^iz^ *Ok 
*©B#f- Uf^sD 0 fit, 
" a LfctSf"^ gUlMI- I C A- K 1 



(5) 



4*88^11-282974 



(Xf 7^S2) o f LTcfbl-, IC*-KlA>b, 
A-KlDi, 3£3t:;b^>$ 1 3<D«£. RAM 1 2(7) 
Btt. 4ffliU7 1 2C(DB#f-^^ ^fflx— 

30X'J7 2 3 BlcEtt*4xTl**WSMI (B&-^«) K 
As U -0)i«f-^^ IC*~KlO)f 

«X"J7 1 2AlZ*^jXt; af7^S3) o ftl^C. 

kcs T?^«>««**Lfc^BBai (±ES««£»a>4*BB 
») kap«*i c*-KK7)^§Mlxijri 2BfcE« 

(Xf7?S4) LT*IT-r^o 

[002 1 ] z5 AT-*ait*3b<E« 

i ca— ki &&mLTm*<D-y— 

«2BI±. C*— K10>4MI«XU7 1 2BC0^ 

IMlKAP«ttt^»*. -tLTBc^HKofc-tO^BBaiK 
Ap"<D««0)jE5£* S*3b<E««l#L"CL^4z>*SS 
I^IIIKCP SJBl^TttfiEL (Xf?>?S1 1) . 20 
■€-0O^r^KAP^<]EL<^^g^^^TL^^7^}^ : g : ^^^J^T 

[0022] ::t\ i c*— Ki (D^BB«kap«3&<jE 

3) SfroTltT-r**. 4*HMKAp«#jEL<»S* 
*iXf^Sl 2a>flSEA« r y j kt£&t % 5?* 
2A0)^8KAP S»yfflLT«#-r4i:i:*lC I 
C2j — K 1 0)*«-t— ^x'JT 1 2 AjbMb. ^-V — 
2A0W1KAS *tfc»45-r— ££Sca*tt 

to *LtK^lliLfcf*f-*fl)f*S, ^-V-vtft 30 
2A©8Mkas t*T0>±E^BB8lKAP 
^Od-^eiRi:, I Ci - KsE^^K^f-Uj Ltzil — K I 

1 2 COimttf—Z . VLXStt&rr— $V>* vt— *s94 
yiX K3»JH=J:*aiJ|:eilli*iktt-r4ci:lzJ:y. 

4) . 

[0 0 2 3] JLE**-?— 5»A<jEL<»***fCL^L^ 
x^ — mm (X-r^^S 1 6) ^^T^r*i7-r 
Stf. f «f-^ML<f «^tlXf 1 5 CD^IJ 40 

JE*« ryj fcttifc* 3£4Ml2Btt, IC*— KlfZ* 
i^t^U£f^-vl2A^ILL^^-V«2A 
£4, ^O^*— 5l2Al:t#a*ii 

$ttl2Blt I c*-Kl<Dttffllz*r5<-fr— tf 

xsttfttsttti^ ^ex««©»*<D*ait« 

JIC*-K1 36*6*1:, f-v-yt2AOXf^?S 
1-S4fcB*3EC*«-e»#at? Uf^S18) o 
[0024] EPt,, £ft«2Bf*. IC*-Kl©4fl 
T-*#jELl*t,«>i*iJS-r«i:* 1f-ex»«fl)IS* 50 



ft, ^isi'j7i 2co)*«Bi*f>iii:taa*foi | j 

71 2CIz*#&*k 3&\o-t<7>ftO)B{**EI*Lftl^l» 
ft I CA>b^otxiJ7 1 2 Cfl)9J5*xiJ7fcE« 
I C*-Kl<D*lt*«5>*l 3*1o 
**■*-*- -tL-C*6lz, IC*-Kl^b, *— Ki 

SSK Bs T»Bt»ftL. Ili^f-^tLtlC* 
-K101«XU71 2 Alz»#at?o ai^-c. 3fc&« 
2B^^(7). ^a&-fe>$«fga>*&S5«KCs -e»«**t 

K 1 (D^BBftx 'J r 1 2BI=E»tSo 
[0 o 2 5] C(7)i:5fcLT. lC*-Kl*i^L 

tf^-5i2A3^6 2 B ^fiffifflflt fB*<*f$E 2 *L 

3 C ttfflSftfc 1 c*— Ki |z»L3£&*2B# 
±E(7)cfc5(ZT r — SE«*fr5-i:l=«ky. ^co I c* 

- Ki a6«*iz||tt*a[a«-ettffl**Lfcit*-e*. 

-«o>*ca)WEECffi\ stu«2Bo>jEatt»tf3ta 
«2Bi=*yE«**tfc*aa>jEatts«ft"r*ci:3&« 

[0 0 2 6] B3(DXf^^S3&tfS4*(f(t 
*L-P*l*— Kf-^ ©m^**^^ 2 A0> 

*Hb (Xt-^^S 3lC»j£) Mf-v-vl2AO^ 

S 1 4t?(±. f^f^-i?tt2Afl)^fflia)l*0 

ttfiE&tf*- Kx— *<D«*»*a>MElzoi*TRWL 

2 a o>'j>mmc»-te>$ ^w.<D'j±mmiz 
(Xf^S1 llc»l£) k^— *o>^bii*:: 

[0027] C(Dct-5lz I c*— K1 GVkitt Ltft 

— i?*2 A^bBi2B, 3£a«2B^6ffeO)Sa« 
^i:«*««*#K"r*«fc5fcLfc(D"e. IC*-K1 

*— Ki = itf-e<K vXfAi#0 

□ Xhtft»t4ct^#«„ *fc. IC*-K10 
&3r2>0:>£ 1 3I±*— Ki l=*«6t*ati:W* 
»**L*to)"efcy. ffKiz»£*ftfctt*»#&fc;: 

* assures*. 

[0 0 2 8] *fc, 5 t -V-i?«2A&tfjEa«2B0)# 
SAM21 WCPU22^, H3Bg-§**b«kS;Rtf K5I 
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lC*-Klfl)*»A^13^ &ma>ffl8Etz\1l- 
5I=-T*itf* I C*-K1 S*l»*-KfcLt««f 

& cfc 5 a=FR"C fc*U* ftl*o 10 
[o o 2 9] 

C*-K*JHl\ »#a^*«ttl C*-Klzffi«ff* 

— KfzBIW*-*, R^ftUttStti c*— KfcEH 20 

c^-KJcES^^fc*^**^— 

Wl?p*y1f O^P-b^y*) trtiticift 
<. *«»K*fr5-4:A<-e#4o LWot I C±- 

=£«3*-rs^t36<T»#sti:ti^. fiififfl^ea>is^ia-b 



R^yStrtl C*— KlzEBSftfcB***^ 

[H2] i c*— ki=»lt«B1MMtB**-*** 

:?p -^B-eW. 
[03] *JS8i(DK«lMt*^:7n-- ^-v— S-efc 

*2> o 



1— ROM. 1 1 A — *— K I DHJ7. 12, 23- 
W*ttRAM, 1 2A-f«f-$X"J7, 12B — 
^BH«x"JT. 12C-Htt, ^M^'JT, 13-SS 
fc^i/*. 21-SAM, 2 2. 25 — CPU* 23B 



ran 
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JL- 
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1 1 A 



1 3 



1 2 
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fcttR AM 



4> 



1 2 A 
1 2 B 
1 2 C 
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